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In Europe, PSD2 continues to transform ePayments. Online businesses like yours have fresh opportunities to 

innovate and take control of the data that drives business. One significant area of opportunity is Strong Customer 

Authentication (SCA) which is set to become a requirement by the end of 2020. 

  

The new version of 3D Secure, version 2, meets SCA requirements. At the same time it is driving the next 

generation of card fraud risk management and user experience. Because of this it offers a significant opportunity 

for online businesses, not only in Europe but around the world. 

  

Ingenico’s new SCA Accelerator Suite is designed to speed up compliance while improving your overall performance.

1. Reduce the risk of credit card fraud 

Globally, it’s predicted that between 2018 and 2023, card-not-present fraud will cost retailers around 

$130 billion. Tackling this will require you to work with issuers and payment service providers. In 

Europe, by adopting SCA, you can help to keep your customers’ payment information secure and limit 

the threat of fraud. 

3. Get ahead of competitors  

Despite 3D Secure representing the industry-standard means for achieving SCA, we see that just 10 

percent of transactions in the European Economic Area (EEA) currently use it. By implementing the 

most recent generation of 3D Secure technology (3DS 2.2) now, you can offer customers a future 

proof, mobile-first, friction-free payment experience. 

2. Increase conversion rates 

You may have concerns about how changes to payment mechanisms could impact conversion rates 

and quality of service. But, if SCA is implemented successfully, PSD2 can yield a much smoother 

payment experience with higher conversion.

4. Build trust with customers 

By using 3DS 2.2 you can request certain exemptions to skip SCA requirements, including 

‘whitelisting’. This means that if customers regard you as a trusted party, you can be placed on a 

whitelist where SCA is not required, helping to streamline the checkout experience. This in turn can 

improve customer loyalty. 

5. Shift liability back to the issuer 

Using 3D Secure can also help you benefit from the ability to shift liability to the issuer for the 

majority of online payments. As a result, you can expect fewer chargebacks and fraudulent payments. 

Why should I act now?  
 

You will need to be able to support SCA to reduce the risk of fraud, while making efforts to avoid disruption to the 

customer’s payment journey. Acting now ensures that you can deliver secure, compliant transactions without compromising 

the user experience. By upgrading your existing systems to comply with PSD2, you will be able to:
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You should take steps now to meet PSD2 deadlines 

and improve the service you provide to customers. 
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Time to uncover the possibilities  
for your industry 
 

There can be no doubt that PSD2 is generating a huge 

number of exciting opportunities. Online businesses operating 

in different industries will have different needs however, so 

it’s important to explore the details of what PSD2 will mean 

for you. 

 

The travel industry, for example, typically requires 

particularly complex payment structures. Online businesses in 

this sector often manage transactions outside of the EEA, and 

so outside of the scope of PSD2. In this case it’s important to 

understand what is required for PSD2 compliance, so that you 

can collect and share customer data securely. 

 

Businesses operating in the digital, retail and travel industries 

can download this guide to explore a range of possible 3DS 

use cases in more detail.

When 3D Secure meets  
European regulations 
 

3D Secure is a global solution to a European regulation – 

SCA. While the examples in the table on the next page are 

specific to Europe’s regulatory set-up, as a global solution 

3D Secure will have a wider impact across the world.   
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Figure 1

Transactions outside the EEA are out of scope for SCA and “one-leg” transactions are in scope on 

best-efforts basis. SCA is required for all transactions with at least “one-leg” in the EEA and is 

expected to be enforced if the issuer is in the EEA.

Acquirer in, issuer out 

Acquirer is in the EEA and card issuer 

is outside the EEA

SCA requirements apply on best-effort 

basis, online business is expected to 

request (but not enforce) SCA

Both out 

Acquirer and card issuing institute 

are both outside the EEA

SCA is not required

Regional scenarios Implications

Both in 

Acquirer and card issuing institute 

are both in the EEA

SCA is required in principle, 

but exemptions may apply

Acquirer out, issuer in 

Acquirer is outside the EEA and 

card issuer is in the EEA

SCA requirements apply on best-effort 

basis, issuer is expected to enforce SCA, 

merchant not obliged

For payments taking place outside of the EEA, as shown in Figure 1, there are instances in which you are not required or obliged to 

carry out strong customer authentication. On the other hand, payments within EEA can also be processed without SCA – such as 

merchant-initiated transactions (MIT) and mobile order and telephone orders (MOTO). 

SCA and ‘one-leg’ transactions
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Ingenico’s SCA Accelerator Suite offers advanced features including:

Discover the Ingenico SCA Accelerator Suite 
 

Ingenico’s SCA Accelerator Suite is designed to help online businesses like yours remain compliant, innovate and better 

control data. The suite will bring all of Ingenico ePayments’ expertise together to help you improve your performance and 

facilitate the implementation of Strong Customer Authentication (SCA), due on 31 December 2020.

You can access the SCA Accelerator Suite to create seamless experiences across web, mobile and 

in-app. The Ingenico platform also offers authentication routing, ensures the appropriate data 

collection and streamlines mobile UX.  

 

Put simply, Ingenico takes the hard work out of becoming PSD2 compliant with solutions that 

are built to handle your needs. Ingenico automatically implements updates, which can be tested 

in the sandbox and staging test environments. Ingenico also provides assessments on the 

quality of the data that you are required to collect under PSD2 and helps you to understand 

how this can be used to improve approval rates. 

Automatic Step-Up 

When issuers require SCA to authorize, 

transactions will be submitted through 3D 

Secure and then resubmitted for 

authorization without any impact on you.

SmartComply 

Makes sure you perform 3D Secure when 

required to do so and analyzes transactions 

to determine if they are covered by the 

scope of PSD2. It determines if SCA is 

required or can be skipped.

Automatic Fallback 

If 3DS v2 fails, a transaction will automatically 

be resubmitted to an earlier version.

AutoExempt 

Automatically selects and use the best 

exemptions (e.g. whitelisting or low transaction 

value) depending on the nature of the 

transaction being processed.
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Time to get started 
 

You should use this period of adjustment, which runs until 31 December 2020, as an 

opportunity to partner with Ingenico to monitor the performance of 3DS v2.1 and 2.2. 

By testing the latest version ahead of the compliance deadline, you will get a better 

understanding of how and where improvements can be made. 

Contact us

It’s time to make PSD2 work for you.  

Contact Ingenico to find out more.


